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Agenda
● Basics of Cryptocurrencies
● Blockchains

○ Ethereum
○ Smart Contracts
○ NFTs

● Lab and Demonstration
○ Creating your first Smart Contract
○ Creating NFTs on Open Sea

● Lessons Learned
● Q&A
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Bitcoin
• Bitcoin paper by Satoshi Nakamoto on October 31, 2008. 
• First bitcoin transaction on January 12, 2009
• Number of BitCoins in circulation ~19.1 million (July 2022)
• Total number of BitCoins generated cannot exceed 21 million. 

• New blocks created every 10 minutes (very slow in # of transactions compared to credit cards)
• Currently, each block adds 6.25 bitcoins into circulation
• Mining will end in the year 2140…

• Average price of a Bitcoin: 
• $16,481 on November 26, 2022
• $22,507 on July 23, 2022
• $48,117 on December 11, 2021
• $43,819.54 on September 21, 2021
• $43,045.91 on May 18, 2021
• $10,360.45 on July 1, 2019
• $4,110 on February 23, 2019
• $3,729 on Dec 29, 2018
• $8,522 on May 15, 2018
• $18,000 on December, 2017
• $3,867 on September 25, 2017
• $2,350 on June 27, 2017

Price has been very unstable! 
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Bitcoin Transactions

Public key 0xa8fc93875a972ea

Signature 0xa87g14632d452cd

Public key 0xc7b2f68...
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Bitcoin Network
• Each P2P node runs the following algorithm:

• New transactions are broadcast to all nodes.
• Each node (miners) collects new transactions into a block.
• Each node works on finding a proof-of-work for its block. (Hard to do. Probabilistic. The one to finish 

early will probably win.)
• When a node finds a proof-of-work, it broadcasts the block to all nodes.
• Nodes accept the block only if all transactions in it are valid (digital signature checking) and not 

already spent (check all the transactions).
• Nodes express their acceptance by working on creating the next block in the chain, using the hash 

of the accepted block as the previous hash. 
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Bitcoin: Challenges
• Creation of a virtual coin/note

• How is it created in the first place?
• How do you prevent inflation? (What prevents anyone from creating lots of coins?)

• Validation
• Is the coin legit? (proof-of-work)
• How do you prevent a coin from double-spending?

• Buyer and Seller protection in online transactions
• Buyer pays, but the seller doesn’t deliver
• Seller delivers, buyer pays, but the buyer makes a claim. 

• Trust on third-parties
• Rely on “proof of work” instead of trust
• Verifiable by everyone – blockchain is visible to all
• No central bank or clearing house
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All nodes could 
be miners

No central nodes …. All the 
nodes are not connected to 
each other
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How Blockchain Works
Here are five basic principles underlying the technology.

1. Distributed Database
• Each party on a blockchain has access to the entire database and its complete 

history.
• No single party controls the data or the information. Every party can verify 

the records of its transaction partners directly, without an intermediary.

2. Peer-to-Peer Transmission
• Communication occurs directly between peers instead of through a central 

node.
• Each node stores and forwards information to all other nodes.

10



3. Transparency with Pseudonymity
• Every transaction and its associated value are visible to anyone with access to the 

system. ( public key)
• Each node, or user, on a blockchain has a unique 30-plus-character alphanumeric 

address that identifies it. (private key)
• Users can choose to remain anonymous or provide proof of their identity to others. 

(signatures) Transactions occur between blockchain addresses.

4. Irreversibility of Records
• Once a transaction is entered in the database and the accounts are updated, the 

records cannot be altered, because they’re linked to every transaction record that 
came before them (hence the term “chain”). 

• Various computational algorithms and approaches are deployed to ensure that the 
recording on the database is permanent, chronologically ordered, and available to 
all others on the network.
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5. Computational Logic
• The digital nature of the ledger means that blockchain transactions can be tied 

to computational logic and in essence programmed. 
• users can set up algorithms and rules that automatically trigger transactions 

between nodes.

• Data Security
• Keys
• Signatures
• Hashing

• Redundancy
• Improved workflow
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signature = f(message, private key)  ….unique for every transaction

Verify = f( signature, message, public key) = { true or false}

(m)

(q)

s = q*m

(p)

p = public key
q = private key
p*q = N also publicly shared
m = message (m)
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solving a block involves trying to get the cryptographic hash of the block 
to be below a certain value, and you do that by trying different random 
numbers . Once solved, the hash output is like a fingerprint that uniquely 
identifies that block. If even a single character in the block is changed, the 
block’s hash would be completely different

OK to proceed

Specified by “Blockchain” 
creator
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Compared to Bitcoin

● Ethereum and Bitcoin both share Byzantine fault-tolerant consensus 
algorithm for synchronization of state updates

● Ethereum and Bitcoin are both peer-to-peer networks
● Ethereum and Bitcoin both use cryptographic primitives such as digital 

signatures and hashes
● Ethereum and Bitcoin both use the concept of a digital currency. (Ether and 

Bitcoins)
● Ethereum has a general purpose programmable blockchain that runs a virtual 

machine capable of executing arbitrary code of unbounded complexity.
● Bitcoin’s Script language is limited and restricted to true/false evaluations of 

spending conditions. 
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Ethereum’s Components

● P2P network
● Consensus rules
● Transactions
● State machine
● Data structures
● Consensus algorithm
● Economic security
● Clients
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Transaction History

● Since the blockchain is a public ledger of all transactions, it can be viewed by 
anyone

● Blockchain transactions can be viewed online through websites like etherscan
● Blockchain transactions can be viewed offline if you possess the Ethereum 

blockchain on your hard drive and use a client like Geth or other popular 
wallet software

● Since transactions are public, there have been privacy concerns regarding 
wallet activity and thus it’s suggested to have balances spread around
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DApps and the Third Age of the Internet

● Ethereum started as a general-purpose blockchain that soon became a 
platform for programming DApps.

● A DApp is composed of at least:
○ Smart contracts on a blockchain
○ A web frontend user interface

● In addition, many DApps include other decentralized components such as:
○ A decentralized storage protocol and platform
○ A decentralized messaging protocol and platform

● You may see DApps spelled as ÐApps, The Ð character is the Latin character 
called “ETH” alluding to Ethereum

● The third age of the Internet, or “web 3” is a rejection of centralized systems 
and the acceptance of decentralized systems for the serving of applications
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What is a Smart Contract?

● There are two types of contracts in Ethereum
○ Externally owned accounts (EOA) - Controlled by users with wallet software
○ Contract accounts - Controlled by program code (called smart contracts) executed by the 

Ethereum Virtual Machine
● A smart contract was defined by Nick Szabo (the cryptographer that coined 

the term) as a “set of promises, specified in digital form, including protocols 
within which the parties perform on the other promises”

● Smart contracts are immutable computer programs that run deterministically 
in the context of an Ethereum Virtual Machine as part of the Ethereum 
network protocol on the decentralized Ethereum world computer
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Programming in Solidity 

● Selecting a Solidity Compiler and Language version - Programming smart 
contracts in Solidity requires the programmer to pay close attention to the 
Solidity compiler version and language version. Solidity development is still 
ongoing and its syntax is constantly changing, so compilers in later versions 
might not be able to compile smart contracts written for older versions of the 
language

● While backwards-compatibility is not guaranteed, a smart contract can be 
written for an older version of solidity and still exist in the Ethereum 
blockchain, however, older versions of the Solidity language may be prone to 
security exploits
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Source: 
https://ethereum.org/en/nft/
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Lab/Demo - Remix IDE, Solidity Compiler and Code
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https://remix.ethereum.org



Hello World Code 1 - GitHub
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pragma solidity ^0.4.0;

contract HelloWorldContract {
string word = 'Hello World';

function getWord() constant returns(string) {
return word;

}

function setWord(string newWord) returns(string) {
word = newWord;
return word;

}
}

https://github.com/magonicolas/Ethereum-Solidity/blob/master/HelloWorld.sol



Hello World 
Code 2
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pragma solidity >= 0.4.22 <0.6.0;

contract Mortal{

address owner;

constructor() public {

owner = msg.sender;

}

function die() public {

if(msg.sender == owner)

selfdestruct(msg.sender);

}

}

contract Helloworld is Mortal{

string output = "Hello, World!";

function printHello() public view returns (string memory) {

return output;

}

}



Cut and Paste Hello World Code into Remix
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Compile Solidity Code (use Public Function)
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Deploy and Run Code, use Functions Set/Get
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Lab/Demo - Create Wallet and NFT collection

32



Setup Metamask Wallet
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https://opensea.io/blog/guides/intro-to-crypto-
wallets/

https://opensea.io/blog/learn/how-to-easily-setup-
a-metamask-wallet/



Sign up for OpenSea and Connect with Wallet
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Use Wallet to authenticate and authorize NFT
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Tutorial - https://support.opensea.io/hc/en-
us/articles/360063498313-How-do-I-create-an-
NFT-



Fill in the blanks to create a new NFT!
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How to list and sell NFTs - Fixed Price, Auctions
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Tutorial -
https://support.opensea.io/hc/e
n-us/articles/360063498333-
How-do-I-sell-an-NFT-
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Questions, Comments, 
Feedback?!

Debasis Bhattacharya JD, DBA
debasisb@hawaii.edu

maui.hawaii.edu/cybersecurity
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